SPECIALIZED CERTIFICATE

CYBERSECURITY

Are you ready to become the next digital defender? With cyber threats on
the rise, the demand for skilled professionals has never been higher. Our
Cybersecurity Certificate Program prepares you to protect sensitive data
and secure systems in a world that relies on digital safety. Whether you're
an IT professional looking to upskill or a cybersecurity enthusiast eager to
dive into the field, this flexible, 100% online program is designed to meet
your needs.

R AT A GLANCE

FORMAT DURATION ESTIMATED COST
Online 15 Months $3,815

(excludes textbooks/materials)

PROGRAM BENEFITS

Industry-Relevant Skills: Acquire cutting-edge knowledge and practical

expertise that align with the latest cybersecurity trends and technologies.

Specialized Tracks: Choose from three focused areas—Ethical Hacking,
Cybersecurity Management & Compliance, and Cybersecurity Auditing
& Risk Management.

Certification Ready: Gain the credentials to sit for globally recognized
certifications, such as CompTIA Security+.

Real-World Learning: Engage in hands-on labs, simulations, and case
studies that mirror real-world cybersecurity scenarios.

Career Opportunities: Gain skills for high-demand roles in IT Security,
Penetration Testing, Network Defense, and Risk Management.

CORE COURSES

(All 3 courses are required)

+ Cybersecurity Fundamentals
+ Linux Networking
+ Linux Systems Administration

Cybersecurity Specialization Tracks
(Select one track to complete the certificate,
both courses of a track are required)

Track I: Ethical Hacking

« Ethical Hacking
+ Penetration Testing

Track II: Cybersecurity Management
and Compliance

+ Information Security Management
+ Governance of Enterprise IT

Track llI: Cybersecurity Auditing
and Risk Management

+ Information Systems Auditing
+ Risk and Information Systems Control

FOR MORE INFORMATION,

PLEASE CONTACT:

Ahmed Al-Dulaimi

Program Manager, Technology & Engineering
infotech@ucsd.edu | (858) 534-9352
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